Multi-Factor Authentication

Step by Step Guide - Setting up MFA
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Starting 7/6/21, Multi-Factor Authentication will be required to log into
Unemployment Tracker Software.

You will be prompted to set up MFA with an orange banner bar. Click the
message to begin set up.
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You can also reach the MFA setup by clicking Edit My Profile under your name
in the top right corner.
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Multi-factor Authentication

Click here to start setting up Multi Factor
Authentication for your user

In the Edit Profile screen, in the SECURITY tab, you will see Multi-factor
Authentication. Click SETUP MFA.



Confirm Password

Confirm Password

You will be prompted to confirm you password. Click SUBMIT.
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YOU WILL BE PROMPTED FOR A MULTHFACTOR ©
Do ot legve this page without completing the set

STEP 1: To begin you must install an OTP capable authenticator app 1o your phone, tablet or computer. Below are a few we
have testid and would recomeend

+ Authy (Apple | Android | Deskiog)
« Gaogle Autherticator (Apple | Android)

+ Authenticator {Google Cheome rawser Extension)
» Authenticator (Firefox Browses Extention)

Once your password is confirmed, the Setup Multi-factor Authentication pop up
screen will begin the steps of the set up.
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YOU WILL BE PROMPTED FOR A MULTHFACTOR CODE THE NEXT TIME YOU LOGIN!
Do not leave this page without completing the setup process or clicking "Cancel” below.

STEP 1: To begin you must install an OTP capable authenticator app to your phone, tablet or computer. Below are a few we
have tested and would recommend.

« Authy (Apple | Android | Desktop)

= Google Authenticator (Apple | Android)

» Authenticator (Google Chrome B ser Extension
= Authenticator (Firefox Browser Extension)

CAMCEL

Step ONE: Download an authenticator app from the suggested list on a
secondary device - a phone, tablet, etc.
This must be done before any other steps can be completed.

. Suggested OTP capable
) B dighs authenticator apps are Authy
Authy and Google Authenticator.
Download and open the app.

Click NEXT.

Google Authticator
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STEP 2: Open the app you installed in step 1 and scan the QR code below to add Unemployment Tracker to the app.

If you can't scan the QR, you can use this code instead] KIVJSJMHZXXJTBTS

CANCEL

Step TWO: Proceed in 1 of 2 ways: Either scan (take a picture of) the QR
Code on this screen with the app that you downloaded on your secondary
device or type in the code that was generated if you cannot scan the QR.
Once completed, click NEXT.
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STEP 3: Write down or print out these recovery codes and save them, If the device that you installed the authenticator app on
gets lost or broke, these recovery can be used one time each to login allowing you to remove the current MFA and go through
the setup process on a new device

Recovery Codes

= TSVQyCSKd6-FEbori9sur
* HjcwB6AzZeS-HCIbQurGLS
= VS25YSIVvy-joKdgSNdo7

= HolXkYA22d-AjvcNBCEDU
» NxU9qW9IELd-ezhPLIWGDU
= DjiJyCsq1b-BE92Kf924C

= |hNpvEXROZ-wRWWCNoy3k
+ LTJPKPWOKC-OZRGeypCcH

= ¢

Step THREE: Copy and paste the Recovery Codes in a safe and easily
retrievable place. These will be used in the event of loss of the secondary
device that the authenticator app has been installed on. This will be explained
further below. Once the Recovery Codes are saved, click NEXT.
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‘ Congratulations you have successfully setup Multi-factor Authentication!

The message screen will now alert you that the setup is complete. Click CLOSE.
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Password LR

[JRemember Me

[VLN  Forgot Your Password?

Logging into Unemployment Tracker Software using MFA:
Begin by completing the Login screen and clicking Login.
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Two Factor Authentication Code
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Use your authenticator app on your secondary device to locate your Multi-factor
Authentication code. Note that a new code is generated in the authentication

app every 20 seconds.
Type in the code and click LOGIN.
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Two Factor Authentication Code

[ USE RECOVERY CODE

If for any reason you do not have the authentication code from the app on your
secondary device, you can use a saved/stored Recovery Code from the MFA
setup in its absence. To do this, click USE RECOVERY CODE.
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Two Factor Recovery Code
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USE NORMAL CODE

Locate and use one of the Recovery Codes that you saved during the MFA
setup process. Click LOGIN.
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To view the MFA, click Edit My Profile under your name in the top right corner.
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MFA can be removed here. : here
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Click into the Security tab. The MFA can be removed from here by clicking

REMOVE MFA and confirming your password. As well, new Recovery Codes
can be generated here.
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