State of lowa Pcard ~ Terms of Acceptance

Terms of Pcard Acceptance

The State of lowa prefers to pay Contractors using its Purchasing Card Program (Pcard) whenever possible.
Contractors accepting Pcard payments shall comply with the following security measures:

Contractor shall comply with the most current Payment Card Industry Data Security Standards (PCI DSS)
to assure confidential card information is not compromised;

Contractor shall adhere to Fair and Accurate Credit Transactions Act requirements that limit the amount of
consumer and account information shared for greater security protection;

When accepting orders online, Contractor shall ensure Internet orders are processed via secure websites,
featuring Verisign, TRUSTe, BBBOnline, or “https” in the web address;

When accepting orders by phone, Contractor shall send itemized receipts (excluding card numbers) to the
cardholder by fax, email, or mail (with delivery);

Contractor shall process payment for items when an order is placed only for items currently in stock and
available for shipment, and only for services already rendered;

Contractor shall confirm that the name of purchaser matches the name on the card,;

Contractor shall shred any documentation with credit card numbers.

For additional information, see the State of lowa Purchasing Card Policy and Procedures Manual, or visit the
State Pcard website.
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https://www.pcisecuritystandards.org/security_standards/
https://www.ftc.gov/legal-library/browse/statutes/fair-accurate-credit-transactions-act-2003
https://das.iowa.gov/procurement/agencies/state-iowa-purchasing-card-program/policy-and-procedures
https://das.iowa.gov/procurement/agencies/state-iowa-purchasing-card-program

